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GENERAL TESTING GUIDELINES



Testing can be broken down into two general approaches:
· Validating that something does what it is supposed to do (requirements-based testing)
· Trying to find out what can cause something to break  (exploratory or ad-hoc testing)
The requirements-based testing depends on a sound requirements management plan to be highly effective. Exploratory testing, on the other hand, can be more informal and improvised.  A sound testing effort should include a mix of these two different approaches.

Requirements-based Testing

Requirements-based testing is the primary way of validating an application or system.  This test plan should be aligned with defined business processes.
· Test plan that lists all business processes that need to be tested, broken down by key functional areas:
· Each of these should include the business process to be tested and desired outcome.
· Should be comprehensive list of all processes of the functional area.
· For each process tested, document who tested it, when it was tested, and any issues or bugs that were found.  If no issues are found, note that as well.
· Be aware of data feeds to other applications and how this data can be tested/verified
· Test with both copies of production data and test (dummy) data.
Exploratory or Ad-Hoc Testing

Exploratory testing is used to discover hard-to-predict scenarios and situations that lead to errors, and is generally more informal than requirements-based testing.  It can be thought of as testing an application for what it is not supposed to do.
· Test all fields for proper formatting; that is, fields should only accept characters that should be allowed (e.g., number of hours worked should always be numeric).  Test by entering characters that should not be allowed and see how the application behaves.  Include numbers, letters, and symbols as appropriate.
· Test all fields for proper length—fields that require certain number of characters should be tested with both fewer and more characters (e.g., Social Security number should only accept 9 numeric characters).
· Test fields with blank or null data (where data would normally be required).

· Test fields for input with specific range restrictions (e.g., if a field should only contain a maximum of $100, try entering $100,000, or try entering negative values where only positive ones should be allowed).

· Test date formats by entering invalid dates (like 02/30/2011).  Try entering alphabetic dates (e.g., Jan 1, 2011).  Try entering in totally bogus information.

· Try entering a duplicate record—does the system flag this (where appropriate)?

· Validate any security restrictions that should be in place; that is, if a low-level user should be restricted from changing certain fields or performing certain functions, test if this is indeed the case.
· Any other methods, often application-specific, that can be utilized to create unwanted behavior.

· For any issues found, document the name of the person that tested it, when it was tested, what the specific issue was, and how it can be recreated. 

Testing our IT systems is critical to ensuring the integrity of the University’s systems and data

