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(A)  Policy statement

Electronic transactions conducted in accordance with this policy shall have the same legal
effect as paper-based transactions. The University of Toledo (UToledo) through its IT
Security Office, which can be found at http://www.utoledo.edu/it/security/ has
established procedures to provide authentication, non-repudiation, and integrity to the
extent reasonable for each electronic transaction.

(B)  Purpose of policy

Prior to using or accepting electronic signatures, Ohio law requires that UToledo
establish security procedures that govern the use of electronic signatures and
ensure the authenticity, integrity, and non-repudiation of such signatures. The use
of electronic signatures, as directed by the policy, can potentially facilitate the
timely execution of activities across UToledo, including personnel actions;
contract signatory authorizations; release of educational records (e.g., transcripts,
medical degree verifications, third-party credentialing services that request records
on behalf of former students (Federation Credentials Verification Service,
Certified Screening, etc.)); and other activities requiring confirmation of
acceptance.

(C)  Scope

This policy applies to all electronic transactions entered on behalf of UToledo.
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(D)  Electronic signatures in Electronic Medical Records/Electronic Health Records

(EMRs/EHRs)

(1) Electronic signature, an automated function which replaces a handwritten
signature with a system generated signature statement, will be utilized for medical
records as a means for authentication of transcribed documents, computer
generated documents and/or electronic entries. System generated electronic
signatures are considered legally binding to identify the author of medical record
entries and confirm that the contents are what the author intended.

2) Providers will be allowed to utilize electronic signature in accordance with this
policy and State and Federal regulations regarding such.

(E) References

(1 Electronic Signatures Procedures (Institutional Compliance webpage)
https://www.utoledo.edu/offices/internalaudit/institutional-
compliance/docs/electronicsignatureprocedures20210608.pdf.

2) UToledo Policy 3364-40-15 Procurement Policy
http://www.utoledo.edu/policies/administration/finance/pdfs/3364-40-15.pdf.

(3) UToledo Policy 3364-40-08 Delegation of Signatory, Authority for Documents
thatBind the University
https://www.utoledo.edu/policies/administration/finance/pdfs/3364 40 08.pdf.

4) Ohio Revised Code §1306
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