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figure 1

The test-taker navigates to go.proctoru.com
and clicks New User? Sign up here to create
an account. The test-taker completes their
profile information (figure 1).

This screen includes their basic contact
information and the test-taker’s institution
enrollment. Flag notes and any special
conditions for the test-taker are also displayed
here for proctor and institution use only.

At the bottom of the page, | agree to
ProctorU’s terms of service must be checked
to complete the profile (figure 2). A flagged
message will display at the top until the test-
taker agrees to the terms of service.

As part of American with Disabilities Act (ADA)
compliance, there is also an option to aid the
test-taker if he or she uses screen-reading
software or other accessibility applications.
The test-taker should leave this box unchecked
if this is not applicable.

Subsequent logins direct test-takers to the My
Exams page.

Accessibility

[ Americans with Disabilities Act {ADA) compliance: To
enable increased accessibility across the website
please check this box. This feature enhances user
experience for those testtakers using screen-reading
software or similar accessibility applications. For
those not using screen-reading technology or similar
applications, please leave this box unchecked
Checking the box will increase the font size, remove
all colors from the buttons and increase text legibility.

< [] I agree to ProctorU's terms of senice ’
Create Account

figure 2


http://go.proctoru.com

Setting Exam Preferences

® The initial account creation also asks the user to
set exam preferences. The test-taker can change
their preferred time window for appointments
by clicking Edit Exam Preferences in the left
menu (figure 3).

® A general time frame can be selected via the
drop down menus.

® The test-taker may also specify a custom
preference by selecting and highlighting days
and times.

® (Clicking SAVE & UPDATE confirms the day and
time preferences.

® Time preferences are shown in the left menu
bar and may be changed at any time via the Edit
Exam Preferences link.

Scheduling Exams

figure 4
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figure 5
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figure 3

® The first login page for a completed profile, or for
a previous test-taker, defaults to the My Exams
page (figure 4).

® The test-taker may choose from three options:

» Have Questions? activates the LiveChat.

» Test Your Equipment takes the test-taker to
the equipment check page.

» Schedule New Exam takes the test-taker
through the appointment reservation pages.

® After clicking Schedule New Exam, the test-taker
confirms his or her institution, selects the exam
term and selects his or her exam (figure 5).

® The test-taker clicks Find Session and proceeds to
the scheduling page.

Reservations made less than 72 hours of an exam are subject to a S5 late registration fee.

Test-takers can also schedule an exam on demand less than an hour in advance by using ProctorU’s convenient
Take it Now feature. This premiere feature is designed to give test-takers added convenience and costs an

additional $8.75.

Late registrations and Take it Now features are subject to availability.
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Schedule Exam

4

8:20AM CDT
Tony McTestitou| Monday, May 11 2015 ProcLife Final SELECT

Balance: $0.00 May 11, 2015 8:10AM 8 minutes from now

Proctor Training
. Your exam is available from: B
Frequently Asked Qfistions (FAQ) Wednesday, July 2 2014 - Friday, October 2 2020 8:35AM CDT
Monday, May 11 2015 ProcLife Final SELECT

Personal Setting Exam 23 minutes from now
Edit Account ProcLife Final

Institution
Edit Motifications

Select a Time (7]

Proctor Training

Term 9:15AM CDT
Training Monday, May 11 2015 ProcLife Final O SELECT

Duration

Edit Exam Preferendils

My Preferences about 1 hour from now

MON
o Aftemoons
TUE Change Exam 940AM CDT
2 AT Monday, May 11 2015 ProcLife Final SELECT

about 1 hour from now

120 minutes

Select a Time

8:20AM CDT
Monday, May 11 2015 9:50AM CDT

May 11,2015 515AM ind times 5 minutes from now Monday, May 11 2015 ProcLife Final SELECT

< May 2015 about 2 hours from now
© Su Mo Tu we T Sa *
c

26 27 28 29

o :0 ; 2 ) 10:05AM CDT
s Monday, May 11 2015 ProcLife Final SELECT

about 2 hours from now

o7 1 19 20
Y
o % 25 2% 27

Need Support? Chat Now! E

Please refer to figure 6 above for items 1-4.

O Test-takers can select a desired appointment time
with the calendar pop out menu.

@ 8:20AM CDT

Monday, May 11 2015
vay 1,200 oot 5 minutes fom now

Jabl fom:
Iy 22014 - Fiday, October 2 2020 8:35AM CDT
Monday, May 11 2015

20 minutos from now.

O The test-taker can confirm their exam details,
including its availability window below the

ca I e n d a r. ) Please confirm this is the correct time: 9:15AM CDT
Change £ 9:40AM CDT
O If the test-taker needs to change the exam, Veday Moy 12015
they may click Change Exam below the exam
information. figure 7

O The six appointments closest to their chosen time
appear on the right.

O After clicking SELECT to choose an appointment,
the test-taker confirms the time slot by choosing
BOOK IT (figure 7).

Order Receipt

® The exam will be added to the test-taker’s cart for
payment and checkout (figure 8 and 9).

® After completing checkout, the test-taker returns
to their My Exams page.
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Connecting to a Proctor

Proctor@

After scheduling an exam, a countdown to the closest
exam time displays on the My Exams page (figure ) (2] 222
10). At the appointment time, a start link replaces | pove Questonst sehecle e B
the countdown. Clicking the link takes the test- :
taker to the proctoring room. Here, the test-taker is
prompted to download and run an applet (figure 11).

Time to hit the books! Your next exam begins in: 3:0:28: 11

Bam DATE&TIME

Ucard Authentication

Figure 12 shows the downloaded applet, which
connects the test-taker’s screen to the proctor. Once
the test-taker has connected their screen to the
proctor, the proctor connects the two-way video and
audio connection. figure 10

ProctorUJ

Having trouble? Gi Il at 855-772-8678
oy Terms o Service

Need Support? Chat Now! (]

When the proctor and test-taker connect in the
proctoring room, the test-taker’s video is shown
in the bottom right corner and the proctor’s
video is on the left (Figure 13).

Proctorl] (3. =

Welcome to Your Testing Session

& Shouall dounloads.

1. Download Click to Download

Click the “Download” button to begin.

figure 11

m

Your desktop is being remote controlled by
Mark B.

2. Install & Run

Click "LMIRescue.exe" in the bottom left of the browser.

In the window that pops up, click “run’.

3. Authenticate | au

We will help you wit

8 M Connecting...
12:45 PM Connected. A support representative will be with you

o fi 13
M Support o csthiched with Merk. gure
47 PM You have granted full permission to Mark B.. To revoke,
the red X on the toolbar.
 Remote Contral started by Mark B..

 Mark B.:Hi and welcome to ProctorU! My name is Mark
e your proctor today.
M —j Mark!

[rype here and press Enter to send

figure 12
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Authentication and Securing the Area

® After connecting to the proctor via webcam and
screen-sharing software, the proctor asks to see the
test-taker’s ID (figure 14).

® The ID information in figure 14 has been
intentionally blurred for privacy reasons. In an actual
proctoring session, the test-taker shows a fully-
visible ID so that the name and picture can be clearly
seen and read by the proctor. A photograph of the
test-taker is taken to help authenticate his or her
identity in future testing.

® Test parameters are communicated verbally and in
writing to the test-taker, who acknowledges that he
or she understands the instructions.

® The test-taker is authenticated with a quiz that uses
challenge questions based on publicly available
records, as shown in figure 15.

® (Questions are typically related to previous addresses,
phone numbers, roommates and relatives. figure 15

Next, the test-taker is asked to pan their camera and If the camera is internal, the test-taker is asked to show

show their complete workspace and testing areasothe  the proctor the edges of their monitor using a reflective

proctor can secure the test-taker’s surroundings, as seen  surface such as a mirror (figure 17). This check ensures

in figure 16. there are no unauthorized materials attached to the test-
taker’s computer monitor.

figure 16 figure 17

After the proctor confirms that the monitor and work area are clear of all unauthorized materials, the
proctor asks the test-taker to move any cell phones or other electronic devices away from the testing area.

Page5



= LogintoLearning Management System

—j —— figure 18

Once the test-taker completes authentication, they
are observed logging into their Learning Management
System (LMS) and the proctor verifies that the
authenticated person is logging in to their individual
account and taking their assigned exam, as shown in
figure 18 and figure 19.

During the exam, test-takers are proctored by

% *_ Learning Management System

monitoring their video feed and testing environment.
Screen-sharing technology allows the proctor to

see everything that is happening on an test-taker’s
computer. Proctors also monitor the test-taker
audibly, to ensure they are not receiving verbal
answers from an outside source.

During the exam, the proctors pause their video and

audio so the test-taker is not disturbed, but continue figure 19

to monitor the test-taker.

Question 1
f

Question 2

1.42
F2.24
[13.7x2'3
[7] 4. Cake

Take Test: ProctorU Final Exam

5] 4. Fun, Simplicity, Honor, Profit

Whatis the answer to the Universe?

plexity

ProctorU engages test-takers in real time to prevent
breaches of academic integrity.

Any suspicious activity — including but not limited
to using unapproved sources, leaving the computer
during the exam or communicating with another
person — is documented using photos or video and
reported to the institution within two business days.

Once the exam has been completed, the test-taker
shows the proctor their submission screen (figure 20),
and the exam end time is logged.

Test i ProctorU Final Exam

ProctorU also offers a LiveChat feature. At any point
while signed in to their account, a test-taker may chat
with a live representative if they have questions about
the process or need general help (figure 21).

Page 6
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Time to hit the books! Your next exam begins in:
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Have Questions? Test Your Equipment

Schedule New Exam

S0 :27: 51

figure 21



FACULTY EXPERIENCE

ProctorW

® An exam must be added to the ProctorU system
before an instructor’s test-takers can schedule
an exam via ProctorU.

Home / Alllnstitutions Proctor Traning / All Exams

New Exam

Exam Settings

Exam Settings Exam Configuration

3

HoME

Bxam Windows

® An administrator or instructor may create an
exam using their ProctorU account. Faculty in
need of an account may contact a a partnership
services representative to set up an account.

scHEDuLE Bamtitle &

Course Number ©

SESSIONS. Submit for Review

Department @ * | Select department B
RepoRTS

[ O GO 3

PROCTORU CONTACT
Exam Configuration

0] Blvebird

® Administrators can create an exam using
the following process after logging into their
administrative account:

[ Adhoc

Tem @ * Training

Instructor @ | Other
Instructor (other) &

Duration (minutes) ©

O On the home page in the top right, there is
a blue Add New button (figure 22). Clicking
on the button will open a drop down menu.

BamURL ©
Exam password ©

Exam password
Confirmation @

O Selecting Exam will open a new screen
where instructors may detail the exam
appointment (figure 23).

Calculator (] Scientific Calculator
] Graphing Calculator (] Computer's Calcuiator (] Online Calculator

Notes
[ Handwritten Notes (] Note cards  [] Printed Notes (] Formula sheet
[ Notes (PDF) (] Notes (Word) ] Notes (Powerpoint) (] Notes (Excel)

website [ ] Pre-approved website [] All websites

Scratch Paper
[J1Sheet []2Sheets [] Multiple sheets [] Whiteboard
Software

[JBxcel []Word [] Powerpoint [ Notepad [] Paint [] PSS
Other

(] Bathroom breaks.

[ Chrome (4] Safari

] Intemet Explorer (3] Firefox
Home / AllInstitutions / Proctor Training / All &

Proctor Training eom

Department

DEPARTMENTS INSTRUCTORS
1 Additional ExamNotes || 7. | 1. | A - B 1

& Accommodations @
SCHEDULE

SESSIONS

Users [ e
ebird  Adhoc

wor N - &
u
REPORTS SEAREL

Instructor e atus Updated

Jessica Holt w 09/26/2014

09/26/2014

Contact Info for Exam Issues

09/26/2014
Joe Somebody
MAT-105 Mid- raining ve 09/26/2014

Term

Email @ * | admin@example.com

PhoneNumber @ * | 444-444-4444

Please only call on weekdays betuween BAM-5PM EST

figure 22

Exam Windows

St @+ [2015 v][May V|4 v]-[13 V][0 v

End @ [2015 v|[May v[11 v]-[13 V][00 v

Name @ | Input a Name for the Exam Window

* Indicates Required Field
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InStruCtorS.can SPeFifY the Instructors may use the provided check boxes to specify

following details: allowed resources and browsers, and a dialogue box is
|_— provided for any available resources not listed.

® Exam title
® Course number Exam a\{allabllltycan alsobeadded onth!s page. Clicking
. Add Window opens a prompt where instructors can
Department specify an exam time frame and set start and end dates
® Bluebird/adhoc and times. Multiple exam windows may be added for a
® Term recurring exam (figure 24).
® |nstructor
® Duration Exam Windows
® Exam URL (location)
® Exam password Window Fall Semester Midterm 2014
® Permitted resources Strt 2014 v][October v][12 v]~[10 v]:[00 v]
® Permitted browsers eng 2014 v|[October  v][18 ¥]~[23 v]:[00 7]
® Additional exam notes &
RerrnveWTndm
accomodations
[ J

Expected no. of test-takers
Add Window

® Notify on schedule emails
® Point of contact for exam

figure 24

After completing the exam form, administrators
receive a notification that the exam has been
sent for review.

ProctorU’s assessment services review the
exam information and enter it into the system.
Instructors are notified when the exam has been
activated.

Exam details and accuracy can be reviewed
within the ProctorU administrative account.

Test-takers may begin scheduling appointments.
The administrative account also provides access
to records of proctored exams.
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= Proctor@

Activity Reporting

me / Reports | Reservaton Activty

Session Activity - 72

(GMT-0600) Us/Central

BIO263Ean4  NewH)
5102263 Bam 4
HS 201 - Midtern

CI5-417- Database
5 i

8102263 Bam 4.

BI02263Bam 4.

Home / Reports | Cancelations
Cancellations - 113

Test Tker

Find by Test Taker

Reason

View Al

Exam
HIS-201
Micterm
HIS-201
Micterm

8102263
Bam4

ais-417.
Databse

StartDate

CHANDLER
TRAINNG

HOOVER THE
THIRD

Riverchase Trainng

HOOVERTHE
THIRD
HOOVER THE
THIRD

CHANDLER
TRANNG

figure 25

ov/o1/2015 173172015

Mon 04/05/15330
PMCST 2

SHOUI7/IS 1055 SatOUIT/IS 1058 75
AmMcsT AmcsT

SHOUI7/15 1085 SatO1/17/15 1058
AMCST AMCST

SHOUIT/AS 111 SatO1/AT/15 1118
AmcsT AmcsT

Tue01/20/15205  Tue01/20/15209
pMcsT PMCST

WedOU21/15 110 Wed 01/21/15 122
PMCST PMCsT

Start Date. End Date

01/01/2015
Time Zone

(GMT-05:00] Us/Central

Fi0130/15  FiOV30/5  Taining
L20PMCST  350PMCST

figure 26

01/31/2015

resr | (]

Cancelled By~ Created

NickMartucei — Sat01/31/15  Account
12:55 PM CST

i SatowsI/Ls
12:55 PM CST

i Sat01/31/1s
12:55 PM CST

i SatOUBI/AS  None
12:55 PM CST

rtucd  Sat01/31/15
12:54 PM CST

Suspicious activity is reported to the institution in the form of an Incident Report,
which documents a potential breach of academic integrity.
A sample incident report can be seen in figure 27 on the next page.

Reservation Data

On the left under the Reports/Activity Report
heading, Session Activity can be viewed.
Administrators can filter reservations by start and
end dates (figure 25).

This page displays the test-taker’s exam,
department, instructor, test-taker’s name, start
time, exam duration. A detailed description of
individual appointments is displayed by clicking
the clipboard edit icon to the right of each
appointment.

Cancellations

Cancellation activity is also available under the
Reports menu (figure 26). This report displays exam
name, test-taker name, scheduled start and end
dates, reason for cancellation, proctor explanation
for cancellation, who cancelled the appointment,
the date cancelled and any credit given. Reports can
be filtered by test-taker name, start and end dates,
or by reason.

Page 9



figure 27

Incident Report Proctor )

Proctor University
Jane McTestitout

Date: MM - DD - Year

Time: 12:00 PM Pacific Standard Time
Test-Taker: Jane McTestitiout

Institution: Proctor University

Exam Name: Underwater Basket Weaving - Final
Instructor: Woodward J. Procki

Incident #: mmddyy-pr

Proctor: ProctorU

Incident Summary: During the course of this exam, the proctor observed the test-taker
utilizing Google to search for exam-related content. The test-taker searched for "What is
the answer to life, the universe and everything?" The answer, of course, is "42."

Screenshots: Screenshots

Chatlog: Chatlog

Recap: Recap

Carson Richards
Quality Control Coordinator

[The information in this report is confidential and is intended for use by ProctorU Inc. and the
linstitution listed above and may contain confidential, proprictary, and/or privileged material. Any
review, retransmission, dissemination or other use than the intended recipient is prohibited. Under
no circumstances should the proctor’s full name be disclosed to the test-taker named in this report.
IFor any questions regarding this report please contact ProctorU Inc., 3083 Independence Drive,
Suite A, Livermore, CA 94551, www.proctoru.com.
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