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Enroll your Android device in Intune

Note: Depending on what device you are using your screens may look different

¢tKSasS SyNRftYSyld adsSLia | NB T2 N { | -SamdayigKnok)yAdeoid HeyieeslR A |
To determine if you have a Samsung Knox device, §ettings> About phone If you don't see the word "Knox"
listed there, you have a native Arild device.

Before or after enrolling, you may be asked to choose a category. The categories are Academic Employee, Clinic
Employee and Student. This is so the IT Admin can determine which Applications and Policies to send to your
device.

For more iformation about enrollment, seVhat happens when | install the Company Portal app and enroll my
device in Intune?

If you get an error while $iing to enroll your device in Intune or for stéy-step videos, se&nroll your Android
device in Intune

If further assistance is required, please axtithe IT HelpDesk at 48832400 or 419530-2400.

A ticket can also be submitted by going to ITHelp.Utoledo.Edu or by sending an email to ITHELP@UTOLEDO.ED!


https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-android
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-android

1. Install the free Microsoft Intune Company Portal app on your device (Bomgle Play
2. Open the Microsoft Intune Company Portal app.

3. On the Company Port&lelcomescreen, tagSign in and then sign in with your work or school account.

NY 1016

.
.
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Company Portal

The Company Portal fets you access work or school resources and
keeps them secure

Sign in

Requires a work or school accou
Microsoft accounts and oth al acc
ace

Don't have a work or school account?



https://play.google.com/store/apps/details?id=com.microsoft.windowsintune.companyportal

4. The app equires that you put in your UTAD account information using the format of
YourUTAD@Rockets.Utoledo.BHe page will then redirect you to our main UT Page and you can progress to
the next step.

Note: If you are an employee, you will still ¥eerUTAD@ROCKETS.UTOLEDO.EDU for this step

Microsoft Intune
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1. During the previous step, the application redirected you to the UT Login Page. The Username field has
0SSy FTAEEtSR Ay FT2NJ &2dzo OYUSN) 82dzNJ | ¢! 5 LI &aag?2

Note: If you are an employee, you will still use YourUTAD@ROCKETS.UTOLEDO.EDU for this step.

The University of Toledo

Sapn im with your orgrankrational account

ASMITHZRockets.UTeledo.Edu

UTAD Password




On theCompany AccesSetuppage, tapBEGIN

=W O W08

Company Access Setup

We'll help you set up your device 10 access the Company

oy
Portal, internal apps and other company resources

Device Enrollment
Enrclimant |-'-'_' SO COMmis: '|‘|_.' man '|'_| ] :.-"-_ur device

Device Compliance

You might need 1o set a passcode or change your email

configuration

SIGM OUT BEGIM
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Why enroll your device?

When enrolled, you'll be able to:
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G 1y apps from tt mpany r
Remote pt
n
Automa vOI nail

More information about enrolling your device

{ CONTINUE
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We care about your privacy.

® IT admin cannot see this on your device:

» Call and Web history
ation
3 I im
1ta«
Calendar
+ Camera rol
o IT admin can see this on your device:
[
Mode
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perating syste
D Naim
wner
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8. Review some of the things that you might see once you tap Enroll. When you finish readiGy,R&y.L

9.

MWW @08

What comes next?

Vhen vou tar rell. vour device w velk vau 1o do one of

. A':Il'..'ﬁ1‘_" {istipr administrator I.I iy
* Confirm the device privacy p

+ QK the certificate prompt

* Allow phone permission and other o

by Lompany Port
Tap Enroll to pr

Maore information about enralling your device

{ ENROLL

If you are usingn Android 6.0 or later devigedo this stepptherwise, go to the next step.

NOTEIf your IT administrator set up certain policies, you may see either or both of the following messages:

T

If you see the messagAllow Company Portal to access your contacteeh ALLOW It is safe to tap
ALLOW, becaugddicrosoft never accesses your contactSbogle controls the message text, so Microsoft
cannot change it. When you allow access, all you're doing is allowing your device to write data logs to the
device's SD card, which in turn lets you move those logsing a USB cable.

If you tapDENYthe message will appear again the next time youSepd Databut you can turn off

future messages by tapping tidever ask agaicheck box. If you later decide to allow access, go to
Settings> Apps>Company Portapb Permissions> Phone and then turn on the permission.

If you see the messagAllow Company Portal to make and manage phone caltap ALLOWIt is safe to
tap ALLOW, becauddicrosoft never makes or manages your phone calBbogle controls the message
text, so Microsoft cannot change it. When you allow access, it only allows the Company Portal app to
create, use, and manage your work account.



If you tapDENYthe message will appear again the next time you sign in to thep@oynPortal app, but
you can turn off future messages by tapping tever ask agaicheck box. If you later decide to allow
access, go t&ettings> Apps>Company Portal Permissions> Phong and then turn on the permission.

MWW 06 SR ANETRTRTS

E Allow Company t‘ Allow Company Portal

— Portal to access your to make and manage
contacts? phone calls?

DENY ALLOW DENY ALLOW




10. On theActivate deviceadministrator screen, tapActivate.

oF 8 MW @08

Activate device administrator?

E Company Portal

Company Portal

Activating this administrator will allow the app Company
Portal to perform the following operations:

Erase all data
Erase the phone's data without warning by
performing a factory data reset.

Change the screen lock
Change the screen lock.

Set password rules
Control the length and the characters allowed in
screen lock passwords and PINs.

Monitor screen-unlock attempts

Maonitor the number of incorrect passwords typed.
when unlocking the screen, and lock the phone or
erase all the phone's data if too many incarrect
passwords are typed.

Lock the screen
Control how and when the screen locks,

Set screen lock password expiration
Change how frequently the screen lock password,
PIM, or pattern must be changed.

¥l i wnim e D

CAMCEL ACTIVATE

10



11. Follow the prompts to enter a PIN or password. If you already set up a PIN or password on this devide, you w
not see this screen or be required to enter a new PIN or password.

A

You need to set a lock screen PIN
or password before you can use
credential storage.

Cancel

11
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the enrolling your device screen.

12
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ELM Agent

Privacy Policy

You understand and agree that when you
use the Samsung KMOX License
Management Service, the following
infarmation will be provided to Samsung
Electronics Co., Ltd. in encrypted form for
the sole purpose of improving the Samsung
KMNOX License Management Service or
statistical or demographic analysis. Unless
stated otherwise herein, your data will be
collected, processed and used in
accordance with Samsung's Privacy Policy
at| s i

!

Samsung KNOX License Key, “IMEI™ or
"Serial Number” or "MAC address” in hashed

farm BANNFEL Aazerintion Af wnore mnhila

I have read and agree to all the terms
and conditions above.

CAMCEL CONFIRM

Enrolling your device...

This may Lake a few minules. You can conlinue 10 use your
device while it is being enrolled to the Campany Portal.

microsoft workaccount is installed.



13. On theCompany Access Setgareen, tagCONTINURBS your IT administrator set up additional security
requirements, such as the need to set a password, follow thearaen instructions, and then tapONTINUE
when you are taken back to the Company Access Setup screen.

Company Access Setup

sal up vour device 1o access the Company

Portal, internal apps and other company resources

Device Enrollment

Enreliment lets your company manage your device

Device Compliance

You might need to set a passcode or change your em:
connguration

CONTINUE

13



14. TapDONE

Company Access Setup complete

four device i5 now ready 10 access the Company P

DOMNE

15. Your device is nowreolled in Intune, and you are taken back to the Company Portal app.

16. Before trying to install company apps, goSettings> Security and turn onunknown sourceslf you do not
turn on this option before trying to install apps, you will see the messarptdll blocked. For security reasons,
your phone is set to block installations of apps obtained from unknown sources." You aettiagson the
error dialog to go to th&Jnknown source®ption.

14



Enroll your iOS device in Intune
Note: Depending on what device you are using your screens may look different.

These enrollment steps are for iOS Mobile dev{ges iPads, iPhones)

Before or after enrolling, you may be asked to choose a category. The categories are Academic Emplogke, Clinic
Employee and Student. This is so the IT Admin can determine which Applications and Policies to send to your
device.

For more information about enrollment, sé&hat happens when | install the Company Portal app and enroll my
device in Intune?

If you get an error while trying to enroll your device in Intune or for digstep videos, se&nroll your iOS device
in Intune

If further assistance is required, please contact the IT HelpDesk 638888400 or 419530-2400.

A ticket can also be submittda going to ITHelp.Utoledo.Edu or by sending an email to ITHELP@UTOLEDO.EDU

15


https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-ios
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-ios

1. Install the free Microsoft Intune Company Portal app on your device fronAgpeStore
2. Open the Microsoft Intune Company Portal app

3. On the Company Port&lelcomescreen, tagSign in and then sign in with your work or school account.

4:02 PM

Privacy & Cookies

16


https://play.google.com/store

4. The app requires that you put in your UTAD account information using the format of
YourUTAD@Rockets.Utoledo.Bhe page will then redirect you to oumain UT Page and you can progress to
the next step.

Note: If you are an employee, you will still use YourUTAD@ROCKETS.UTOLEDO.EDU for this step

Microsoft Intune

s e P vt

ASMITHZReckets. Utaleds. Edu

FASSINORD

= -
S
Qg w, E R T f u I g P 3=
iSDFGH:JKI.-
2 X ¢ v B N M @& *
n @ =

5. During the previous step, the application redirected you to the UT Login Page. The Username bekhhas
FAEESR Ay TF2NJ &2dzo OYUSNI 82dzNJ | ¢! 5 LI &aag2NR | yR

Note: If you are an employee, you will still use YourUTAD@ROCKETS.UTOLEDO.EDU for this step.

The University of Toledo

Sapn im with your orgrankrational account

ASMITHZRockets.UTeledo.Edu

UTAD Password

17



6. On the Company Access Setup page Bagin

=W O W08

Company Access Setup

We'll help you set up your device 10 access the Company

Portal, internal apps and other company resources

Device Enrollment
Enrclimant |-'-'_' SO COMmis: '|‘|_.' man '|'_| ] :.-"-_ur device

Device Compliance
You might need 1o set a passcode or change your email
configuration

SIGM OUT BEGIM

18
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Continue

Why enroll your device?

When enrolled, you'll be able to:

« Access the company’s network
« Get company apps from the Company Portal

« Remotely reset your phone to factory
settings if it is lost or stolen

« Automatically configure your company email
account

More about enrolling your device

4:04 PM

Continue

We care about your privacy.

® IT admin cannot see this on your device:

« Call and web history

« Location

« Email and text messages
Contacts

« Passwords
Calendar

Camera roll

& IT admin can see this on your device:

« Model

Serial number
Operating system
App names

* Owner

Device name

e2dzNJ L ¢
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9. Review some of the things that you might see once you tap Enroll. When you finish readiBgrdép

a:0d P A 1 04% -

Enrall

What comes next?

When you tap Enroll, your device will ask you to
do the following:

+ Install the Management Profile
= Trust the remote management source

For certain corporate devices, you may instead
be asked to verify the Serial Number,

If you want to enroll, it's safe to take these
actions.

More about enrolling your device

10. On thelnstall Profilescreen, tagnstall, and enter your passcode, if prompted.

aeas T 4:07 PM & 93% .-

Cancel Install Profile Install

@ Management Profile
Companyhame

signed by I0SProfieSigning manage. micraselLcom
Verified +

sescription  Install this profile 1o get access 1o your company apps

Contains  Davice Enrallmant Challengs

Mare Details

20



11. Taplinstall.

Install

Cancel

12. Taplnstall to indicate that you've read the warning.

an T 4208 PM & F 93% -

Cancel ‘Warning Install

MOBILE DEVICE MANAGEMEMNT

Installing this profile will allow the administrator at
"https:f/i.nanage.microsoft.com/
DeviceGatewayProxyfioshandler.ashx” to remotely
manage your iPhone,

The administrator may collect personal data, add/
remove accounts and restrictions, list, install, and
manage apps, and remotely erase data on your
iPhone.

21



22

13. TapTrust

Remote Management
Do you trust this profile’s source to
enroll your iPhone into remote
management?

Cancel Trust

14. Then the screen changes to show that the profile has finished installinddaap

e T 4:08 PM

& 7 93% .
Profile Installed Done
Management Profile
CompanyName
Signed by i manage, com
Verified v

Desceiption  Install this peofile 10 get access 10 your company apps
Contains  Mobile Device Management
Device Identity Certificate

More Details
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15. When a message displays asking if you want to open the page in the Company Po@getap

Open this page in "Comp
Portal"?

Cancel Open

16. On theCompany AccesSetupscreen, tapgContinue If your IT administrator set up additional security
requirements, such as the need to set a password, follow thearaen instructions until you meet all of the
compliance requirements, and then t&@ontinuewhen you are retuned to the Company Access Setup screen.

¥ 7 91%

Continue

Company Access Setup

We'll help you set up your device to access the
Company Portal, internal apps and other
COmpany resources.

Device Enroliment o
Enrollment lets your company manage your

device and gives you access to company

FESOUTCES,

Device Compliance
You might need to set a passcode or change
your email configuration.

More information about enrolling your device

Skip Setup

23



17. TapDone

4 Back to Salarl 4:18 PM

Company Access Setup
Complete

Your device is now ready to access the Company
Portal, internal apps and other company resources.

If you have difficulty accessing company resources,
contact your IT administrator for assistance.

Your device is now enrolled in Intune, and you are taken back to the Company Portal app.

24



Enroll your Mac OS X device in Intune
Note: Depending on what device you arging your screens may look different

These enrollment steps are for Mac devices

Before or after enrolling, you will be askexichoose a category. The categories are Academic Employee, Clinical
Employee and Student. This is so the IT Admin can determine which Applications and Policies to send to your
device.

For more information about enrollment, sé&hat happens when | install the Company Portal app and enroll my
device in Intune?

If you get an error while trying to enroll your device in Intune or for digystep videos, se&nroll your macOS
Device in Intune

If further assistance is required, please contact the IT HelpDesk 638888400 or 419530-2400.

A ticket can also be submitted by going to ITHelp.Utoledo.Edu or by sending an email to ITHELP@UTOLEDO.EDLI

25


https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-macos
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-device-in-intune-macos

18. Using a Safari browser, open tG@mpany Portal websit@nd tap the notification bar.

19. The app reqires that you put in your UTAD account information using the format of
YourUTAD@Rockets.Utoledo.Bha page will then redirect you to our main UT Page and you can progress to
the next step.

Note: If you are an employee, you will still use YourUTAD@RGAKEOLEDO.EDU for this step

Microsoft Intune
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https://portal.manage.microsoft.com/

20. During the previous step, the application redirected you to the UT Login Page. The Username field has been
FAEESR Ay F2NJ &2dzop OYGSN) @2dzNJ | ¢!'5 LI &aag2NR | yR

Note: If you are an employee, you will still use YourUTAD@ROCKETS.UTOLEDO.EDU for this step.

12448 Py T -

The University of Toledo

Sapn im with your orgrankrational account

ASMITHZRockets.UToledo.Edu

UTAD Password

& portal.fei.msual5.manage.microsoft.com

Microsoft Demo

o This device is either not enrolled or the Company Portal can't identify it.

My Devices

D iPhone 55

(® Checking compliance

Christie Church
CALL EMAIL WEBSITE
1-888-555-1234 microsoftdemschelp@contoso.com Help Website

Your IT Admins are here to help! Please contact us with questions. We're available 24/7 to help employees with
problems.

Privacy Policy Terms and conditions © 2015 Microsoft All nghts reserved.

27



22. Taplnstallto start enrolling your device.

eoe Mac OS5 X 10.10 v &
& Safari  File Edit View History  Bookmarks Develop ‘Window  Help B < [+ Thur 11:29 AM o =

e < m portal.fei.msual5.manage.microsoft.com x h |l o ©
Portal - DF2 Portal - PE Portal - CTIP

Enroll this device
To enroll this device you must install a management profile
After installing the profile your IT administrator might be able to enforce security policies

on your device.
Learn More about Microsoft Intune.

Mote: You must have administrator permissions on this computer to install this profile.
View the system requirements.

23. On thelnstall ManagementProfile dialog, tapinstall. If a dialog box appears asking you to enter your
credentials, enter your username and password, and therCGaptinue> Install.

& portal.fei.msual5.manage.microsoft.com

Profiles O\ Search

Install *Management Profile"?

This device profile will configure your Mac for the following: Device enrollment

Show Profile
Settings VPN Service

DETAILS
VPN Service
Description VPN
WPN Cenfiguration... PPTP
Remote Address  pfras.microseft.com
CCP Enabled 128 Bit

28
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When you finish enrolling, you'll see a Management Profile page showing that your profiledragdséied.

ece <

Profiles

Description Install this profile to get access to y...
Signed 10SProfileSigning.manage-beta.mic...

Installed May 7, 2015, 11:30 AM

Settings Mobile Device Management

SCEP Enrollment Request 2d913893...

DETAILS

Mobile Device Management

Description Management Profile

Server https:/fi.manage-beta.microsoft.co...

Topic com.apple.mgmt.External.9dfbedd2...

]
Device Profiles M Profil
Management Profile ana.gement . .' lle
| 7 settings Microsoft Verified




Enroll your Windows 1@omputer in Intune
Note: Depending on what device you are using your screens may look different

These enrollment steps are for Windows 10 Devices (Excluding Windows 10 Mobile)

For more information about enrollment, sé#hat happens when I install the Company Portal app and enroll my
device in Intune?

If you get an aor while trying to enroll your device in Intune or for stbg-step videos, se&nroll your Windows
10 Desktop in Intune

Before or after enrollingyou may be asked to choose a category. The categories are Academic Employee, Clinical
Employee and Student. This is so the IT Admin can determine which Applications and Policies to send to your
device.

If further assistance is required, please contact the IT HelpDesk 638888400 or 419530-2400.

A ticket can also be submitted by going to ITHelp.Utoledo.Edu or by sending an email to ITHELP@UTOLEDO.ED!

30


https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-w10-phone-or-w10-pc-windows
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-w10-phone-or-w10-pc-windows

1. Open the Windows$ettingsapp by going tohe Start menuand selecting thé&ettingsbutton. You can also

search for "settings" in the search bar.

2. SelectAccounts > Access work or school > Connect.

31

& Setting

[ Find a setting 2 |
{53 Home

Accounts

AS Your info

B Email & app accounts
€ Sign-in options

R, Family & other people

2 Sync your settings

Connect to work or school
Get ptoess 1o resources like email, apps, and the network,
Connecting means your work or school might control some

things on this device, such as which settings you can change. For
specific info about this, ask them.

_l_i:nmed

Related settings
Add or remove 3 provisioning package
Export your management bog files

Set up an account Tor taking tests

A login prompt will appear after selecting this.



3. The app requires that you put in your UTAD account information using the format of
YourUTAD@Rockets.Utoledo.BEHe page will then redirect you to our UT Page and you can progress to
the next step.

Note: If you are an employee, you will still use YoulD@ROCKETS.UTOLEDO.EDU for this step

fork.
some

Ehange,

E Set up a work or school account

You'll gat access to resources like email, apps. and the network. Connecting means your
work or schoal might control some things on this device, such as which settings you can

Az change. For specific info about this, ask them.
=
ASmithZReckets.UTeledo.Edu
2
I =
A,
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4. During the previous step, the application redirected you to the UT Login Page. The Username field has
9y G SNJ &2 dzNJ

0SSy FTAE{ESR Ay F2NJ &2dz

¢! 5
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Note: If you are an employee, you will still use YourUTAD@ROCKETS.UTOLEDO.EDU for this step.

your

Connectng 1o & Lofveie =
B Home
P gl g
| g Y
hul@(g__{j._j_.;_ﬂ_-ﬁ
Waork or school oo personal Mecrosolt accownt
A Your indo
UTADUSERNAMEIROCKETS. UTOLEDC. EDU
5 Email & app acoounts
€, Sign-in options
I Eetp me sgned in
R, Family & other people m
.l'_.:.' Sync your settings
B® Microsoft
Youdll see a message indicating that
5. WhenyouseetheYo u & r e sciedn, salestClbse. Youdre done.
] b
=
& wo  You're all set!
Your SOE0uT maribs@vent oso oo veid Sutceiifully bdded bo 'Winddwi shd i neady 16 fe. For
use with SpEd M welrSiles. YouU Can Manage this SOcount At Sy Time in Sestingt =
B Your i Aogoiants
=3 Emil
S Sign-4
o ned
R, Family
Z smey
[T e s |
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6.

34

If you want to double -check that your connection looks right, go back to Settings , where you

should now see your work or school account listed.

e
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51 vome

Aocoants

&5 Vour infy
£ Ermasl B aDD BOTOUNRE

S Sign-n optom.

F. Famay & other pecple

Sy your ettegs.

Connect to work or schoal

388 SO0ESE DO re0LPTes b wwapd, B0ge. S The ne e
EAnBCIEng Mabln your war o ichasl might ontol some Bangd
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nila ke thel, ik Hhem,

|i|l:m

= [ T SRR

Related settings
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Enroll your Windows 10 Mobile Phone in Intune

Note: Depending on what device you are using your screendaukydifferent

On Start, swipe over to the All apps list, then select the Settings app.

Under Device information , tap More info . You will see a list of information about your device.

see Secti

am Windows10

1.
2. Tap on System then About .
3.

Within this list, locate the Version .
4. Ifyour versionis1607, pl ease

is 1511 or less , continue with the steps in this section.
& Home

|
PC mamae

O Display [Ferams PC
I Apps & fewiures Crganization
IS Default apps e
[ monncamsons & actions

05 Bunll

' Power & sheep

35
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Pem and touch
Tablet mode - pre
Multitasking

F i A
Projecting b thes PC
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250 GHz
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For more information about enrollment, sé&hat happens when | install the Company Portal app and enroll my
device in Intune?

If you get an error while trying to enroll your device in Intune or for further $igstep screenshots, s€nroll
your Windows 10 Device in Intune

Before or after enrolling, you may be asked to choose a category. The categories are Academic Emplogke, Clinic
Employee and Student. This is so the IT Admin can determine which Applications and Policies to send to your
device.

If further assistance is required, please contact the IT Belgk at 41883-2400 or 419530-2400.

A ticket can also be submittda going to ITHelp.Utoledo.Edu or by sending an email to ITHELP@UTOLEDO.EDU
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https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://technet.microsoft.com/library/mt598622(TechNet.10).aspx#BKMK_ios_what_happ_enroll
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-w10-device-your-account
https://docs.microsoft.com/en-us/intune-user-help/enroll-your-w10-device-your-account
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7. Open the Windows Settings app by going to the Start menu and selecting the Settings button.
You can also search for "settings" in the search bar.

8. SelectAccounts .

9. SelectYour account .


















