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POLICY

Residents will protect the personal privacy of patients and maintain confidentiality of patient information

at all times.

PURPOSE

To ensure the Residents maintain patient care and confidentiality within the guidelines set forth by the
Health Information Portability and Accountability Act (HIPAA) and related privacy laws.

PROCEDURE

1. All incoming residents in graduate medical education programs at The University of Toledo will
successfully complete the on-line HIPAA training course prior to the start of their education program.

2. As per the HIPAA and related privacy laws and Department of Health and Human Services (DHHS)
rules and regulations, the Resident shall protect the personal privacy of patients and maintain
confidentiality of patient information at all times. This shall include professional behaviors such as:

Guarding patients' protected health information from unauthorized access.

Not disclosing or sharing health information without a patient's signed authorization, except
in circumstances permitted by HIPAA (such as law enforcement and public health reporting).
Informing patients as to how their health information is going to be used and disclosed.
Ensuring that patients have open access to their own medical records.

Protecting patients' health information from being exposed or left in public areas or public
waste bins.

Not storing patients' health information on personal electronic devices or home computers
except as authorized below.

Not sharing patients' health information between personal electronic devices, home
computers, or the Internet including social media and non-HIPAA compliant artificial
intelligence applications.

Not using patient names/identities and not disclosing patients' health information in public
conversation.




3. Professional use of electronic devices to meet program accreditation requirements (ACGME, ADA) is
allowable. The resident must follow Hospital standards/guidelines on professional use of electronic
devices.

4. Patients' privacy and confidentiality of health information shall also be protected during bedside
teaching rounds, morning report, and during other educational activities such as conferences or sit
down rounds, when feasible. Incidental disclosure of protected health information should be
minimized.

5. Residents shall take measures to protect patients' privacy and confidentiality in cases where the
patient is in a room where other patients or visitors may be present.

6. Asper HIPAA and related privacy laws, wrongful disclosure of protected health information may
result in potential penalties as dictated by law.
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